
1B SBCCC 700.3 - Community College System Cybersecurity Framework 
(a) Each community college shall use the Statewide Information Security Manual                                              

(SISM) published by the North Carolina Department of Information Technology as the 

principal cybersecurity framework for a system-wide information security and risk 

management program. System-wide modifications and deviations from this standard 

shall be reviewed, approved, and maintained by the Information Technology Security 

Committee (ITSC). 

(b) The Center for Internet Security (CIS) Controls shall be used by colleges as a resource 

for implementing a prioritized and structured methodology of assessing local security 

posture and maturity and for creating plans for continuous improvement.   

(c) The colleges shall use CIS Security Implementation Groups (IGs) to prioritize 

implementation of the CIS Critical Security Controls.  The IGs are divided into three 

(3) groups:  Implementation Group 1 (IG1), Implementation Group 2 (IG2), and 

Implementation Group 3 (IG3).  Implementation Group 1 (IG1) is the minimum 

requirement for all colleges and colleges shall incorporate a model of continuous 

improvement to achieve higher levels of compliance appropriate to the resources and 

business of the college. 
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