Security of Patron Records in CCLINC (FERPA)

CCLINC member colleges will not enter or store patron's driver's license numbers, Social
Security numbers or other sensitive personal data in the CCLINC ILS.

From the Federal Code of Regulations (Title 34: Education, Part 99--Family Educational Rights
and Privacy, §99.3 ) :

Directory information means information contained in an education record of a student that would not
generally be considered harmful or an invasion of privacy if disclosed.

(a) Directory information includes, but is not limited to, the student's name; address; telephone
listing; electronic mail address; photograph; date and place of birth; major field of study; grade
level; enrollment status (e.g., undergraduate or graduate, full-time or part-time); dates of
attendance; participation in officially recognized activities and sports; weight and height of
members of athletic teams; degrees, honors, and awards received; and the most recent
educational agency or institution attended.

(b) Directory information does not include a student's—

(1) Social security number; or
(2) Student identification (ID) number, except as provided in paragraph (c) of this
definition.

(c) In accordance with paragraphs (a) and (b) of this definition, directory information includes—

(1) A student ID number, user ID, or other unique personal identifier used by a student for
purposes of accessing or communicating in electronic systems, but only if the identifier
cannot be used to gain access to education records except when used in conjunction with
one or more factors that authenticate the user's identity, such as a personal identification
number (PIN), password or other factor known or possessed only by the authorized user;
and

(2) A student ID number or other unique personal identifier that is displayed on a student
ID badge, but only if the identifier cannot be used to gain access to education records
except when used in conjunction with one or more factors that authenticate the user's
identity, such as a PIN, password, or other factor known or possessed only by the
authorized user.

Personally Identifiable Information
The term includes, but is not limited to—

(a) The student's name;

(b) The name of the student's parent or other family members;

(c) The address of the student or student's family;

(d) A personal identifier, such as the student's social security number, student number, or
biometric record;



(e) Other indirect identifiers, such as the student's date of birth, place of birth, and mother's
maiden name;

(f) Other information that, alone or in combination, is linked or linkable to a specific student that
would allow a reasonable person in the school community, who does not have personal knowledge
of the relevant circumstances, to identify the student with reasonable certainty; or

(g) Information requested by a person who the educational agency or institution reasonably
believes knows the identity of the student to whom the education record relates.

(Authority: 20 U.S.C. 1232g)
SOURCE: http://www.ecfr.gov/cgi-bin/text-
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